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1. Multifactor authentication setup

Multifactor authentication is a method to verify your identity when logging into
the Nétive portal. The login is enabled by an app called Salesforce authenticator.

Follow the steps below to log into the Nétive portal for FlexOord using multifactor
authentication.

Download the Salesforce Authenticator App

This can be done through Google Play or the App store (depending on whether
you use an Android or an iOS device).

a Salesforce
Authenticator

4,1% 1min.+

n
o
o
Over deze app

Veiligheid van gegevens

Install the app on your device and click on Add an account.

o Salesforce Authenticator

Let's Get Started

Add an Account

Restore from Backup
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A two word phrase is shown: i 13:37

Frase van twee woorden

abstract meter

Geef op de verbindingspagina van de app deze frase
op voor uw account. Bevestig de verbinding
vervolgens op uw telefoon

Of QR-code inscannen

Login into the Nétive portal with your username and password.
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Username

Username

Password

Password

Forgot your password? Forgot your username?

Nederlands
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You will see this screen. Type in the two word phrase here. Make sure to add
a space between the two words.

Connect Salesforce Authenticator

For security reasons, you have to connect Salesforce
Authenticator to your account. The app sends a
notification when we need to verify your identity, and
you verify with just a tap. You can also enable location
services to have the app verify you automatically from
trusted locations. The app provides codes to use as an

alternate verification method.

1. Download Salesforce Authenticator from the App
Store or Google Play and install it on your mobile
device.

2. Open the app and tap to add your account.

3. The app shows you a unique two-word phrase. Enter
the phrase below.

Two-Word Phrase

Choose Another Verification Method

© 2019 salesforce.com. All rights reserved.
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Approve the connection in the app
The screen shows that an approval is required through the app.

m

Check Your Mobile Device

Use Salesforce Authenticator to verify the connection to your
test.multifactor@bnppf.acceptance Salesforce account.

&

Connect Account

Verify the.
details

¢

Having Trouble?

2017 salesforce.com, inc. All rights reserved.

Open the app and approve connecting the account:

all T-Mobile NL = =

salesforce

Account verbinden

U krijgt een melding wanneer iemand uw
accountgegevens probeert te openen. Als u het zelf
bent en alles OK is, kunt u de activiteit verifiéren.
Maar als er iets niet klopt, kunt u dit blokkeren.

Gebruikersnaam

a @

Service

@ Salesforce

Annuleren Verbinden
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Setup multifactor authentication succeeded. Your account has been added to
the Authenticator App.

If the setup has succeeded the system requires approval for the session to login:

&

Log In to Salesforce

Gebruikersnaam

& @

Service

@ Salesforce

Apparaat

9 Chrome 620on 05X 10.12.3

Q@ Altijd vanaf hier verifieren

Login approved
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2. Use of the multifactor authentication per session
Every login session will require a new approval.

Login into the Nétive portal with username and password
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Username

Username

Password

Password

Forgot your password? Forgot your username?
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You will be prompted to approve the session in the Salesforce app

salesforce

Check Your Mobile Device

Use Salesforce Authenticator to approve the request to
Log In to Salesforce.

&

Log In to Salesforce

@ login.salesforce com

Having Trouble?
© 2019 salesforce.com. All rights reserved.

Open the app to approve the login session
The system requires approval for the login session to begin:

ull T-Mobile NL & ¢ 7

Log In to Salesforce

Gebruikersnaam

a @

Service

@ Salesforce

Apparaat

2 Chrome 620on 0OSX10.12.3

Q@ Altijd vanaf hier verifiren

WEigeren
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Login approved
If the session has been approved, you will see a confirmation:

o
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3. Frequently asked questions about the Salesforce Authenticator app

I get an error when trying to add my account to the Salesforce Authenticator
App. What should I do?

To start the multifactor authentication again, go to the app settings and choose
Remove account.

I am always logging in at the same location (e.g. home office). How to save this
location in the app?

Set up your location as a trusted one. The app login screen has an adjustable
setting “Always approve from this location” you can turn on and off. You can
already do this at your first login session.

You might need to set your phone location setting to High Accuracy for this
function to work.

If you are logging from a saved location, you don’t have to approve each
new session in the Authenticator app.

How do I remove a trusted location?

Go to your account page, tap “View all” to see all your location. Tap the location
you want to delete.

How do I back up my account?

Go to app settings and tap “Verify mobile number”. Once your number is added,
turn the “Back up accounts” option on.

How do I see my login sessions history?

Start a login session. The app home screen will show you a list your recent
activities, including unsuccessful login sessions. Click on “View all” to see the full
list.

I have closed the Nétive portal in the browser. How do I log in again?

If you load the Nétive portal in the browser again, you will be prompted to
approve the login session in the Salesforce authenticator app. If you don’t
manage to do it within the next few minutes, the request will automatically be
considered denied and you would have to load the Nétive portal again in order to
generate a new session approval request to the app.

I have closed the Salesforce authenticator app on my phone. Will the Nétive
portal remain open in the browser?

Yes, the Nétive portal will remain open and active in the browser.

Can I use another authenticator app?

Yes, both Microsoft and Google have authenticator apps which could also be used
to securely log into the Nétive portal. The setup is identical.
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Can multiple portal users share 1 authenticator app?
No, each portal user needs to have a separate authenticator app linked to their
account. The verification is on a personal basis.

I have reset my portal account password and the authenticator app. How can I
log back into my Nétive account?

Click on the reset password link you have received in an email. You will see this
screen. Click on “Having trouble?” underneath the phone image and follow the
steps to reconnect your Nétive account to an authenticator app account.

salesforce

Check Your Mobile Device

Use Salesforce Authenticator to approve the request to
Log In to Salesforce.

&

Log In to Salesforce

Having Trouble?

© 2019 salesforce.com. All rights reserved.



